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Agenda for the CSWG Presentation of the NISTIR 7628  

To the California Public Utilities Commission 

28 September 2010 

9:00 AM Room Open 

10:00 AM SGIP Cyber Security Working Group Welcome – Marianne Swanson 

10:15 AM NIST Smart Grid Interoperability Panel Overview – Marianne Swanson 

10:30 AM DOE Threat Briefing – Mark Enstrom 

11:00 AM CSWG Overview – Marianne Swanson 

• The CSWG’s Focus and Role 

• The sub-groups 

11:30 AM The NIST Interagency Report 7628 – CSWG Staff 

• Security Architecture 

• High Level Security Requirements 

12:00 PM Lunch 

1:00 PM The NIST Interagency Report 7628 – CSWG Staff 

• Cryptography and Key Management 

• Vulnerability Classes 

• Bottom-Up Security Analysis 

• Research and Development 

• Standards Review 

3:30 PM Day 1 Wrap-up 

4:00 PM Adjourn 

 

29 September 2010: Privacy 

10:00 AM Opening Remarks by Commissioner Ryan 

10:30 AM Grid Cyber Security and Privacy, Part 1 – Rebecca Herold and Brent Struthers 

• CSWG privacy sub-group mission 

• Overview of privacy sub-group demographics 

• What is privacy? 

• What is “personal information” in the Smart Grid? 

• Consumer-to-utility privacy impact assessment (PIA) 
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• Legal frameworks and considerations 

12:00 PM Lunch 

1:00 PM Smart Grid Cyber Security and Privacy, Part 2 – Rebecca Herold and Brent Struthers 

• Data collection and availability 

• Commissioning and enrolling issues 

• Wireless access 

• Accessibility via the Internet 

• Third-party access 

• Law enforcement access 

• Mitigating privacy concerns 

• Work going forward 

3:00 PM Day 2 Wrap-up 

3:30 PM Adjourn 

 


